RIELY 7 v =7 Ot F 2 7T 7 Mass 1k O FE ot

B sl

FH ERY

Hiroki Kuzuno Takaaki Fukai

B=
SRATFAY 7 7B LB
PRI THS. HSEEERHALZREICED, ¥
FOBR LAWY 7 2 7ERICED, BRI TR
WX E Y FEBEADOEALPENEE LGSR I N5,
ALY 7w 27T, X2V 54 2Emdi®its
RICLEHHEDEDSNTWS., LiL, EHEIBNT
X, AR LTINS EN 2NN D 2. AT
&, ALY 7 bz 7 OMEFFEIBROINEE ¥ T E
U, MasstmEpli o iRy 7 b =2 7IBIT 318
ERMOBEEEES 2L, MFEOMENZ RS 2 72
DOFMBEIMEED . WELIIRERTIE, Linux KVM
WHBWT, 115 HoMgarich LT, 28 MEO MM
A, 725 U 42 oM EICE T 2 B IR R 2 518
A[RERR 2 & BHERR L 7=,
1 [FLC®HIC
SRAFLY 7 N2 TIZBWT, WEIZH A EE I
FMEIIERLEWY 7 by = TEERSIZEL, XEV
DRERE ASCMIEE IICBB 2R H 2. 2D
», WRICHATRERMEIFEADO R LTY — R a—
FOMEIE L EHEMNEICR 2. BBy 7 r v =
ZIZBVWTE, X2V 74 ZEDLHTITESWTH
FEpfTbhdZeddh, SBROEEVPEFEIATNS
(1. =74, ToktxFaV) 74 2HET 2720135
FENRMLZEERTHOREND D, BEDHTHEE S
FXEEMIRDOENZD, KR LTHBELEEN
ZAEBEMEDIER I AT WS 2. 2078, RIE(LY 7
FY 2 7 OBREWHERDT-DIZROBNE BT 5.
D B MEsstEot 2 B IR ORI X 2 FITEH
ALY 7 b = 7ITIRE S 7= gt
R L, HEtoEmEEET 3. |
LY 7 v 27128 2BEOMIEHEE
ERA»SEF 2V T 4 2EDRFHCHR
DWEEREERT 320, Sk, KLY
TZrU 270X a VT4 LEDEDOH
HHICRTF2 e 2HNE 5.
AT, RELY 7 Y = 7 OIEF SR OINE
COBEREL, MRS ikt 7 by =
TIBIBBERNREENL, AT EITS. RE
SR E LT, H—2LORE{LERICERL, R
M3 2 — S e Erm, &S CIchgsiEic ot
BT 5Y —Ra—FOBEKRNICEL TEROINEY.
D7z, FAESHOEF L LT, MIFMHIERIE National
Vulnerability Database (NVD) X D IN&ESHT L, Linux @
IRAB(LESBETH 2 KVM DY — 2 a2 — R TOBIERTD
R E1T o 7=,
AR TOMEERIUTOEY TH 3 .
1. MasstEERoBG e i@ L, Kby 7 bo =
7B 2 WEGIEDMEA ST & BRI Z FE S

1) HE R RFHE AR
2)  ESIWTFEBAFERN BB ST SERT

# 1 Vulnerabilities Information

Item ‘ Description

CVE
CPE

A structured naming scheme for systems, software, and packages

A list of common identifiers for publicly known cybersecurity vulnerabilities
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# 2 CVE status of Linux KVM vulnerability

Item Number of vulnerabilities
Total vulnerability 115
Commit log existing 42
Commit log no existing 73
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3 Top CWE of Linux KVM

Type Content CVE
NVD-CWE-noinfo Insufficient Information 16
CWE-20 Improper Input Validation 13
CWE-476 NULL Pointer Dereference 11
CWE-399 Resource Management Errors 10
CWE-264 Permissions, Privileges, and Access Controls 7
CWE-119 Improper Restriction of Operations 6
CWE-362 Race Condition 6
CWE-416 Use After Free 5
CWE-189 Numeric Errors 4
CWE-200 Exposure of Sensitive Information 4
CWE-787 Out-of-bounds Write 4
17 CWEs Under 3 CVEs 29
Total 115
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